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PRP Verification and Troubleshooting Overview

The Parallel Redundancy Protocol (PRP) provides
failsafe operation in a LAN by duplicating the trans-
mission media so that they work in parallel. Every
piece of information is transmitted twice over mutu-
ally isolated networks (LAN A and LAN B). If one of
the replicas is lost, it is very likely that the the infor-
mation is still received through the alternative chan-
nel. In normal operation conditions, frames are
received twice and Doubly Attached Nodes (DANSs)
implement a duplication detection algorithm de-
signed to drop most duplicated frames before they
are processed by higher protocol layers.

The PRP standard is flexible enough to accept in-
teroperability with nodes connected to only LAN A
or LAN B. These are called Singly Attached Nodes
(SANs). There are not strict requirements for LAN A
and LAN B. These are typically bridged Ethernet net-
works designed so that a failure in one of them does
not affect to the second network.

Despite its conceptual simplicity, PRP is a quite tricky
technology that requires careful assessment. Some
issues are hidden behind redundancy and they are
only evident in faulty conditions. There are also
some special features of PRP that require special at-
tention: LAN A and LAN B ports in a DAN share the
same MAC and IP addresses. They must never be at-
tached to the same PRP LAN. DANs must generate
special data flows to report the kind of node they
are. They also need to discard duplicated frames. It
is not mandatory that all duplicates are detected
and dropped but it is still expected that most dupli-

wm cates will be correctly processed. Moreover, DANs
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. must keep a table with other DANs attached to the
i network in order to detect of duplicates. For PTP

there are also specific requirements and standard
IEC 61850-9-3, the PTP Utility profile, specifies a spe-
cial version of the Best Master Clock Algorithm (BM-
CA) for PTP over PRP. These and other conditions are

potential sources for faults or service degradation
and they can only be prevented or corrected
through specialized testing.

1. PASSIVE TESTS

Zeus provides a complete set of PRP statistics and
performance indicators. Many of them are collected
from the network in a purely passive, non-intrusive
mode. This information offers valuable information
about interaction between nodes, including DANs
and SANs in both PRP LANs. Here the Zeus ability to
collect information from both LANs at the same time
and correlate results from them becomes a valuable
tool (see Figure 1). Zeus provides generic perfor-
mance parameters about PRP, similar to the results
offered for any Ethernet network but it also includes
counters and statistics specific of PRP.

SAN SAN
LANA
I 1 i
Port A Zeus
Port B J
1 ]

- 1
LAN B

SAN

Figure 1 Zeus interconnection to the PRP LAN A and
LAN B to collect data from both networks.
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Traffic Statistics

The Frame layer statistics and Bandwidth statistics
panels include some of the most important results
collected in passive mode (see Figure 2). Both have
a control that enables users to switch between Port
A and Port B results collected from PRP LAN A and
LAN B respectively. The Bandwidth statistics panel
include a control to switch between Port A and Port
B results.

¥ Frame layer statistics

Figure 2 Zeus frame and traffic statistics in PRP
endpoint operation mode. Independent statistics for
Port A and Port B in the same screen.
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Sometimes it is useful to focus in a simple node or
an small set of nodes, DAN or SAN, and collect sta-
tistics only from them. Zeus includes different
kinds of filter to match the traffic from devices con-
nected to the network:

1. DAN filters matches traffic from a DAN or a DAN
group. You can use these filters to match traffic
received from DANs connected at the same
time to Port A and B by their MAC addresses,
VLAN identifiers and other frame fields.

2. SAN-A / SAN-B filters match traffic generated
from SANs that are therefore detected in LAN A
or B but not in both.

Other alternatives are added to the DAN / SAN-A
and SAN-B filters. For example, there is a family of
filters to match traffic received from a remote
loopback device with minimum configuration in
the traffic generator. Users are allowed to config-
ure up to eight traffic filters and generate custom
frame and bandwidth statistics for these filters.

Traffic Capture

Sometimes it is important to verify the frame struc-
ture generated by network hosts. You may want to
know if the traffic has the correct VLAN tags orif an
specific field in the frame header or payload set to
the correct value. The best approach to tasks relat-
ed to protocol analysis is the traffic capture tool.
When the capture is combined with the filters
(DAN, SAN-A, SAN-B...) it becomes a powerful trou-
bleshooting tool. If an external timing source
(GNSS, 1PPS / ToD, IRIG-B) is configured, Zeus gen-
erates nanosecond accurate timestamps for each
captured frame providing a powerful tool to ana-
lyze timing issues in the traffic flow.

It is worth discussing some details on the operation
of the capture function with the help of an specific
example (see Figure 3). When the capture is en-
abled, Zeus generates some statistics such as
stored frames from each port and timestamps
from the first and last captured frame and buffer
usage. In the example, Zeus is configured to match
the traffic generated from a single DAN identified
by its source MAC address resulting 85 frames cap-
tured in each port. That is perfectly natural when
the traffic is captured from a node that generates a
copy of each transmitted frame. The capture buffer
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shows that frames captured in LAN A and LANB
are grouped in couples received with a time offset
of a few nanoseconds. One of the members of the
couple (the one that is received in last place) is de-
tected as a duplicated frame and discarded by the
PRP receiver with high likelihood. The time differ-
ence between a frame and its copy is the delay
skew. If the skew is large, the duplicate detection
mechanism in the PRP receiver may consider the
copy a legitimate frame and forward it to the next
processing block.

|- Stored frames 170 |
§7  Stored frames (Port A, TX) 0
§%  Stored frames (Port A, RX) 85
§7  Stored frames (Port B, TX) 0
§%  Stored frames (Port B, RX) 85
§7  Lostframes (PortA) 0
¥  Lostframes (Port B) 0
¥7  First capture at 21/11/2025 11:47:45
§7  Last capture at 21/11/2025 1148110
§7  Usage (%) 0

#  Time Delay  Protocol
b
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EE G O 4 ETh> 5v> PLOAD> PRP-RCT

B451SATESDAT b 010CCDH40000
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Figure 3 Zeus capture results. Capture statistics
and capture buffer showing the protocol layer
structure of captured frames

Node Population
We now start with the overview some if the most

important PRP-specific results. Unlike the results
described in the previous sections, these statistics
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wouldn’t make sense in non-PRP networks and
therefore they are not available in other Zeus oper-
ation modes.

¥4 PRP nodes 3/128

MAC address

Figure 4 Node population results. DANs and SANs
are displayed in a single list. In the example, the
supervision flow is missing in node
00:DB:1E:00:15:E2.

The PRP nodes table detects DANs and SANs in the
network and report information about them relat-
ed to the kind of node they are, when they were
last seen, or if there is any error in the frames re-
ceived from them (see Figure 4). The table is pop-
ulated in real time as new nodes are detected. A
time-to-live (TTL) determines nodes to be deleted
from the list. Node MAC addresses are displayed to
allow users to obtain more detailed results about
about specific hosts.

PRP Statistics

The PRP Statistics panels enable users to count
transmitted and received PRP frames. These statis-
tics are useful for several reasons (see Figure 5):

¢ To account for transmitted and received frames
with and without a Redundancy Control Trailer
(RCT). DANs must generate frames with RCT but
this trailer could be lost or modified by the net-
work. PTP is an special protocol and some
PTP-aware nodes may generate PTP frames with-
out an RCT.

¢ Verify that duplicates are received and dropped
through the Unique and Duplicate frame count-
ers. As explained in previous sections, PRP
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receivers drop frames if they already have a copy
of them. There is not noticeable effect in the ser-
vice when duplicates are not received but redun-
dancy is lost and the network is then vulnerable
to faults.

¥ PRP statistics

Interlink

Multiple duplicates

Errors

Figure 5 Filtered PRP frame counts. These results
focus in a specific traffic flow selected by the user.
The example shows that 2600 frames are received in
LAN A and LAN B. In LAN A 1825 unique frames are
received and in LAN B there are 775 frames totalling
2600 frames. However, there are only 2298
duplicates (775 frames + 1523 frames), less than
2600 frames. The reason is that there are some
frames received in LAN B that do not carry any RCT.
Once the LAN A and LAN B traffic is merged the
issue becomes undetectable.

Provide diagnostics by reporting different kinds
of anomalies detected in PRP traffic. The tester
reports if multiple duplicates are received. Single
duplicates are part of the normal operation of
PRP but multiple duplicates should never be
found. A multiple duplicate has different consid-
eration depending on whether it was received in
the same port where the unique or the first
duplicate was received. The tester also detects
frames received in the wrong LAN (LAN mis-
matches).

2. ACTIVE TESTS

In an active test, Zeus loads the network with syn-
thetic traffic that sometimes is engineered to re-
semble traffic that would be transmitted in normal
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operation conditions and sometimes pretends to
stress the network in some way to predict potential
anomalies or issues.

The following sections focus on how to simulate
PRP traffic, how to use this traffic to measure some
key performance indicators from the network and
how to tune the Zeus traffic generator to challenge
the network.

DAN/SAN Traffic Generation

Zeus is equipped with a multistream traffic genera-
tion that enables users to generate up to eight in-
dependent traffic flows. Most frame fields can be
edited for each of them (see Figure 6). That in-
cludes VLAN tags, source and destination MAC ad-
dresses and others. Flows can be configured to
simulate DANs or SANs. In DAN flows, users can de-
cide whether to generate the supervision flow or
not. There is also the possibility to generate DAN
flows from only LAN A or LAN B to simulate condi-
tions where the traffic from one of the PRP LANs
cannot reach the destination.

| @) Framesize 70
@l Nodetype DAN b
@l Supervision flow Enable
@1 Encapsulation None P
@l Source MAC address from Local profile b
&) Source MAC address 00:00:00:000000 »
&) Source MAC range 10
@' Destination MAC address from Manual ¥
@) Destination MAC address 00:DB:1E00:163D B
&) Destination MAC address (ARP) 00:00:00:00:00:00

&) Destination MAC range 1 b
&) EtherType 88B5 P
&) CVvID 1
@) C-VLAN priority ok

Figure 6 Frame configuration in PRP mode. There
are two settings related to PRP: The “Node type”
field allows traffic generation from SANs or DANSs,
“Supervision flow” enables and disables the
supervision from in the current stream, even if it is for
a DAN.

Synthetic traffic generated from Zeus can be ana-
lyzed by other Zeus units as explained in the previ-
ous sections (see Figure 7). The traffic statistics,
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capture and node population results work as if the
traffic was generated from a PRP node, but syn-
thetic traffic contains sequence numbers and time-
stamps that can be used to go beyond the results
that can be obtained in passive tests.

LANA

Figure 7 Active test from two different points. Zeus #1
is generating PRP traffic that can be received by Zeus
#2, which is connected to the network though the
Redbox in Ethernet (non-PRP) mode.

QoS Tests

The Ethernet Quality of Service (QoS) test is gener-
alized for PRP networks. In PRP interfaces two units
are normally needed for testing because each unit
is equipped with two ports but four ports are re-
quired to run generation and analysis over LAN A
and LAN B at the same time. This is, however, not
too different to many Ethernet test setups. Partic-
ularly, two units are always required to measure
delay and frame loss between two different loca-
tions.

Typical PRP QoS tests require external timing for la-
tency measurements. Without external timing only
round-trip statistics can be obtained by installing
two traffic reflectors in the far end. External timing
can be supplied in the same conditions than for any
other Zeus test. The most common reference
source is GNSS but others such as 1PPS, ToD or
IRIG-B are also supported.

There is an special QoS parameter that is relevant
only in PRP applications: the delay skew between
LAN A and LAN B. Zeus is prepared to measure the
skew generated by a DAN identified by its MAC ad-
dress. Skew between LANs is important because
the ability of DANs to detect and discard duplicates
depends on how far apart in time they are re-
ceived.
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Like many other PRP tests, QoS measurement be-
comes more powerful when different results are
combined. For example, the PRP statistics result
may suggest that there is a LAN with higher delay
when all duplicates are always received in the same
LAN. The delay skew results can be used to confirm
this point and provide quantitative results (see
Figure 8).

¥ PRP statistics

Interlink

Multiple duplicates

Errors

¥ Delay statistics

Figure 8 The filtered PRP statistics for a PRP DAN
show that all unique frames are received in LAN B.
This result suggest that there is a lower delay in the
LAN B path. The “Delay statistics” show a quite
stable delay in the LAN A transmission path through
the FTD and FDYV statistics but the delay is around
2.6 us larger in this LAN than in LAN B. This result is
consistent with the duplicated frame statistics.

Professional Telecom Solutions

ALBEDO-WHITE PAPER

TEST- LABOS - TAPS - WAN EMULATION - E1 - GBE - SYNCE - WLESS - LTE - 3G - IPTV - VoIP - QoS - SLA - ONEWAY - DATACOM - POLQA - PTP - JITTER - WANDER



ALBEDO Telecom - Registered in Barcelona, Book 41613, Page 155, Sheet B-390886 - VAT : ESB6523022

Networking & Telecoms - PRP Verification and Troubleshooting Overview

Stress Tests

One of the most important Zeus features is that it
enables users to predict network performance
through different kinds of stress tests running in a
controlled environment. These tests guarantee re-
liable transmission even in harsh operation condi-
tions. We are going to review three different kinds
of stress tests: (1) throughput, to rate the ability of
a network or a network element to forward large
amounts of traffic, (2) skew, by generating a large
time offset between LAN A an d LAN B to check the
duplicate detection algorithm in a DAN, (3) nodes
test that simulates a large amount of DANs or SANs
to see how the network deals with them.

Received traffic (ramp)

Figure 9 Test results obtained when the interlink
port of a redbox is loaded by variable traffic and
measured at LAN A and LAN B (only LAN A results
are shown). The received traffic has a ramp shape. If
the traffic load exceeds certain limits, the DUT starts
dropping packets.

One particularly useful setup for throughput tests
consists in generation of a variable traffic that in-
creases with time. At some point, it may be difficult
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for the network to transmit all the frames without
dropping some of them (see Figure 9). Similar tests
are common in all kinds of Ethernet and IP net-
works. A throughput test is, for example, specified
in RFC 2544 to rate network elements or services
provided by packet networks. However, PRP tests
have their own specific requirements. Zeus enables
users to simulate large amounts of traffic from DAN
or SAN devices and also to measure performance in
LAN A and LAN B at the same time and to compare
the results.

Skew generation from the frame menu

a! Frametype DiX »
a! MTU 10000 ¢
&' Skew \010.000 ms b |
a! Flow AB1 >
a! Flow AB2 >
a! Flow AB3 »
@i Flow AB4 3
@' FlowAB5 »
a! Flow AB6 »
et Flow AB7 >
@i Flow ABS »

Figure 10Duplicated frame generation in the interlink
of a redbox due to a 10 ms skew added between LAN
A and LAN B. An even larger skew would cause all
frames from the delayed port to be detected as
duplicated or out-of-sequence frames.

Skew is the relative delay between a packet and its
copy. Since PRP receivers need to detect and drop
duplicated frames, generating delay between them
is a good way to stress the system. If a PRP device
is not able to detect duplicates reliably, then it will
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forward them to an output port or to the upper
protocol layers increasing the CPU load and de-
grading services and applications.

Traffic generation to a destination range

‘al Framesize 70k
‘al Nodetype DAN P
@l Supervision flow Enable P
‘al Encapsulation None W
@l Source MAC address from Range kb
@l Source MAC address O00DRIED0:18:02 P
& Source MAC range ) 1000 »
‘a’ Destination MAC address from Manual
‘a! Destination MAC address 00:DB:1ED0:163C
&
&
=
iJ
)

Unstable reception due to dropped frames

Figure 11 Traffic results when a constant traffic of
10000 frames/s from a range of 1000 different MAC
addresses is transmitted through LAN A and LAN B
ina PRP redbox. The DUT is unable to process all
addresses frames without dropping frames, for this
reason the measured traffic smaller than 10000
frames/s

Zeus has the ability to generate a custom amount
of skew by delaying traffic from Port B from Port A.
This feature, together with the duplicated and
out-of-sequence frames statistics can be used to
assess the effects of skew (see Figure 10). This kind
of test is most useful in network elements such as
redboxes because they have an input and an out-
put interface where testers can inject traffic and
analyze outgoing frames.
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A different kind of stress test consists in simulating
traffic from many endpoints. PRP receivers keep
track of network nodes in order to detect dupli-
cates and it may be difficult for some of them to
work in large networks with many DANs (see
Figure 11). Zeus can simulate traffic from a very
large amount of nodes including DANs and SANs. If
necessary both kinds of nodes can be simulated at
the same time. This feature includes the genera-
tion of an independent PRP supervision flow for
each DAN.

3. PTP OVER PRP TESTS

Timing distribution in PRP networks is a challenge
because timing information is collected from two
channels with two delay paths. This fact makes de-
lay compensation unfeasible. At some point, the
slave could be applying a compensation derived for
LAN A in a Sync packet received in Port B. The solu-
tion to this issue is addressed in IEC 61850-9-3, the
PTP Utility Profile: A DAN operating in PTP slave
mode will keep only one of the ports in SLAVE state
while the other remains in PASSIVE SLAVE mode.
PASSIVE SLAVE and SLAVE ports are similar but
PASSIVE SLAVE ports do not discipline the oscillator
unless a fault is detected in the SLAVE port. In that
case the PASSIVE SLAVE port becomes a regular
SLAVE port. With this procedure, consistency be-
tween PTP synchronization (Sync message flow)
and delay compensation (Peer Delay Request / Re-
sponse flows) procedures is guaranteed.

Zeus provides special modes to generate PTP over
PRP both as a PTP master and as an slave clock (see
Figure 12). The main purpose of operation as a
slave is to measure and compare the LAN A and
LAN B delay paths. The test unit measured the off-
set from master (OFM) and mean path delay (MPD)
individually in LAN A and LAN B. For each of them
information is provided about their mean value,
range and standard deviation. When the unit is
synchronized by an external time source it also pro-
vides the Time Error (TE) between PTP and the con-
figured reference. Again, two result sets are
provided, one for each PRP LAN. In this case, also
the relative TE between the LANs is computed and
displayed.
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As a master, xGenius can be used as an auxiliary de-
vice to provide timing to devices deployed in the
substation but it can also simulate a large number
of operation conditions that would be difficult to
achieve without an specialized testing tool includ-
ing generation of custom clockClass, and accuracy
values in Announce messages. An important test
scenario is skew generation in the traffic generated
from LAN A and LAN B in a PTP grandmaster (see
Figure 13). One could measure the effects on the
output of the DUT, for example a Merging Unit
(MU), synchronized over skewed timing source.

Zeus PTP slave emulation

O R

MASTER B

MASTER A

DAN Zeus

MASTER A

MASTER B

RED BOX

SAN

Figure 12Zeus PTP master and slave emulation modes
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For all PTP operation modes, Zeus provides differ-
ent kinds of PTP statistics related to messages
transmitted and received, delay and others. This
function becomes even more powerful when they
are used together with other general purpose sta-
tistics and functions such as the PRP statistics, the
nodes table and the capture.

Skew between LAN A and B

Current Minimum Maximum Average

¥ Two way TE statistics

Curent Minimum Maximum

500022ps 45009 ps 500022 ps

Figure 13PTP TE results collected in LAN A and LAN B
y Zeus.These results are generated by a second Zeus
unit running a PTP master emulation test with an skew
added to Port B of 1 ms. We can see that the induced
TE in Port B is then 0.5 ms, one half of the skew.
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4. |IEC 61850 OVER PRP TEsT

The Generic Object Oriented Substation Event
(GOOSE) and Sampled Values (SV) protocols carry
time sensitive information and the analysis of the
time required by this protocols to be transmitted
and propagated through the network to the desti-
nation becomes critical. Zeus enables IEC 61850
protocol analysis with detailed time statistics re-
quired to assess the performance level of any de-
vice or network based on IEC 61850 protocols. Test
setups include PRP and non-PRP-scenarios.

IED #1 IED #2
(publisher) (subscriber)
@
GOOSE|
To GOOSH

ol =

EVENT
.

=
il T

Ts\

T0

v \4 v

Figure 14 (see Figure 14)lllustration of GOOSE reliable
but unacknowledged transmission.

GOOSE provides a fast and reliable system-wide
distribution of input and output data values. The
GOOSE protocol has an specific scheme of re-trans-
mission to achieve the appropriate level of reliabil-
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ity: GOOSE publishers encode and transmit GOOSE
messages on multicast associations when certain
time critical events, such as the tripping of a circuit
breaker, are recorded. Additional reliability is
achieved by re-transmitting the same data with
gradually increasing retransmission time. As the
publisher-subscriber approach is not well suited for
bidirectional transmission, GOOSE does not re-
quire any kind of acknowledgment mechanism (see
Figure 14) . It is assumed that subscribers will re-
ceive enough copies of the message to allow for a
proper operation.

SV results

§# SV results

PortA |® PortB

Figure 15Delay (FTD) and jitter (FDV) results measured
by Zeus in SV transmitted over LAN A and LAN B in a
PRP network.
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Transit time of GOOSE messages is important in protocol, which is consistency between LAN A and
many applications and critical in all those related to LAN B results (see Figure 15).

tele-protection. Zeus provides a mechanism to fil-

ter and record GOOSE messages and measure their

transit delay in situations when the source and the

destination are in the same or in remote substa-

tions.
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The second example of peer-to-peer communica-
tions is provided by the SV protocol that imple-
ments a mechanism to distribute voltage and
current samples collected from the power line
through the process bus. To understand how the
SV protocol works it is necessary to introduce the
concept of Merging Unit (MU). MUs are devices
with the ability to get the physical magnitudes
from instrument current and voltage transformers
(CTs, VTs), generate samples from these magni-
tudes and distribute the result of this operation in
a packet switched network through an specialized
protocol. MU interactions with CTs and VTs may be
based on proprietary interfaces but the distribu-
tion of sampled values is standard and, potentially,
devices from different vendors could decode and
use the information generated by any MU.

Availability of current and voltage samples is im-
portant in protection applications because protec-
tive relays must receive accurate information
about the power line status. Before the introduc-
tion of IEC 61850, relays had to be cabled directly
to CTs and VTs to evaluate the line status but today
all that is needed is a communications interface
that is typically an optical fiber. A multicast associ-
ation is established between the MU, one or sever-
al protection relays and, potentially, devices s not
directly related with protection such as those in-
volved in disturbance recording.
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Time stamping of SV samples is of critical impor-
tance because it enables devices to carry out
time-coherent correlation of two or more SV flows.
This is important in disturbance recording applica-
tions and differential protection schemes. Zeus
provides information about the Frame Transfer De-
lay (FTD) experienced by SV frames as they are
transmitted through the network and it also pro-
vides statistics such as the range and standard vari-
ation measured in the SV flow. These results are
generated in all setups, including those without
PRP. In PRP tests two independent result sets are
generated adding another verification layer to the
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